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Financial Crime on i-law.com
Written by experts in financial crime and compliance, Financial Crime on i-law.com contains an 
unrivalled collection of news, analysis, as well as international and English law case reports – a 
must-read for legal practitioners, money laundering reporting officers and compliance officers.

Financial Crime on i-law.com features our industry-leading titles, including Lloyd’s Law Reports: 
Financial Crime, Compliance Monitor, Fraud Intelligence and Money Laundering Bulletin.
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Sanctions coverage on 
Financial Crime on i-law.com
With the consequences of sanctions filtering through into 
litigation, the challenges they pose are taking effect. The cases 
reported in LLR: Financial Crime during 2023 offer clarity and 
provide guidance on their interpretation and application (the 
approach to which these should be applied), along with the 
features and provisions to be aware of when navigating this area.

R (Fridman) v HM Treasury, Athlone House Ltd (Interested Party)
[2023] Lloyd’s Rep FC 493; [2023] EWHC 2657 (Admin)
Restrictive measures – Licensing – Basic needs – Prior 
obligations – Scope of discretion.
At a high level, this judgment is the latest in a line confirming 
Government’s very wide discretion in implementing sanctions 
under Sanctions and Anti-Money Laundering Act 2018, and the 
corresponding deference shown by the courts when reviewing 
these decisions (see recently LLC Synesis v Secretary of State for 
Foreign, Commonwealth and Development Affairs [2023] Lloyd’s 
Rep FC 252, Dalston Projects Ltd and Others v Secretary of State 
for Transport [2023] Lloyd’s Rep FC 385 and Shvidler v Secretary 
of State for Foreign, Commonwealth and Development Affairs 
[2023] Lloyd’s Rep FC 423).
www.i-law.com/ilaw/doc/view.htm?id=437197

Shvidler v Secretary of State For Foreign, Commonwealth and 
Development Affairs 
[2023] Lloyd’s Rep FC 423; [2023] EWHC 2121 (Admin)
Sanctions – Effect of designation – Proportionality – Meaning of 
“associated with”.
The case stands in stark contrast to the first European court 
decision to overturn Russian sanctions which was handed down 
at a similar time. On 6 September 2023 Mr Alexander Shulgin, 
former head of Russian e-commerce platform Ozon and one of 
the business leaders summoned to a meeting with Putin on the 
first day of the invasion, successfully challenged his sanctions 
designation in the European Court of Justice. He was removed 
from the EU’s sanctions list on 15 September 2023.
www.i-law.com/ilaw/doc/view.htm?id=436356

Mints and Others v PJSC National Bank and Another
[2023] Lloyd’s Rep FC 443; [2023] EWCA Civ 1132
Civil proceedings – Economic sanctions – Claimant involved in 
ongoing litigation designated by UK Government preventing 
dealing in its assets or making available any assets to 
it – Whether court able to enter judgment on designated 
claimant’s claim – Whether designated person controls 
entity which is not personal asset of designated person but 
designated person able to exert influence over entity by virtue 
of political office.

The parties in this appeal were involved in ongoing litigation in 
the Commercial Court. The respondents, PJSC National Bank Trust 
and PJSC Bank Okritie Financial Corporation, were state-owned 
Russian banks and the claimants in the commercial litigation. The 
appellants were the defendants to that litigation. The respondent 
banks claimed some US$850 million against the appellants on 
the basis that the appellants conspired with representatives of 
the respondent banks to enter into uncommercial transactions 
with companies connected with the appellants by which loans 
were replaced by worthless or near worthless bonds.
www.i-law.com/ilaw/doc/view.htm?id=436960

Dalston Projects Ltd v The Secretary of State for Transport
[2023] Lloyd’s Rep FC 385; [2023] EWHC 1885 (Admin)
Sanctions – Russian sanctions – Sanctions and Anti-Money 
Laundering Act 2018 – Sanctions Regulations – Russia 
(Sanctions) (EU Exit) Regulations 2019 (SI 2019 No 855) – First 
Protocol of the European Convention on Human Rights – Judicial 
Review – Designated person – “Involved person” – Ships – 
Detention of super yacht – Disproportionate interference with 
property rights – Secretary of State detention powers.
The case revolves around the claim by the claimants, Dalston 
Projects Ltd, Sergei Naumenko and Prism Maritime Ltd, that the 
Secretary of State for Transport’s decision to detain a luxury 
yacht owned by a Russian national, namely Mr Naumenko 
was in breach the European Convention on Human Rights and 
improperly applied the Russia (Sanctions) (EU Exit) Regulations 
2019 (SI 2019 No 855).
www.i-law.com/ilaw/doc/view.htm?id=436165

Further coverage includes
Celestial Aviation Services Ltd v UniCredit Bank AG (London 
Branch) [2023] Lloyd’s Rep FC 181; [2023] EWHC 663 (Comm)
www.i-law.com/ilaw/doc/view.htm?id=433736
R (NCA) v Westminster Magistrates’ Court [2023] Lloyd’s Rep FC 85
www.i-law.com/ilaw/doc/view.htm?id=433610
LLC Synesis v Secretary of State for Foreign, Commonwealth and 
Development Affairs [2023] Lloyd’s Rep FC 252
www.i-law.com/ilaw/doc/view.htm?id=434551
PJSC National Bank Trust and Others v Boris Mints and Others 
[2023] Lloyd’s Rep FC 99; [2023] EWHC 118 (Comm)
www.i-law.com/ilaw/doc/view.htm?id=433609
Assaad v Council of The European Union  
[2023] Lloyd’s Rep FC 213; Case T-426/21
www.i-law.com/ilaw/doc/view.htm?id=434550
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Money Laundering 
Bulletin 
On the inside – profile of a professional launderer   
An illegal, high-stakes business with 
demanding, sometimes extremely 
dangerous clients – money laundering may 
not be at quite the edge cut by drugs, arms 
and people traffickers, but it’s vital to their operations  
and calls for particular character traits and skills.
www.i-law.com/ilaw/doc/view.htm?id=436410

Binance pays US$4.3bn for AML and sanctions breaches - 
monitor to oversee US exit
The world’s largest cryptocurrency exchange must pay a 
record civil penalty of US$3.4 billion to US AML agency FinCEN 
for non-compliance with Bank Secrecy Act regulations and 
another US$969m to the US Office of Foreign Assets Control 
for apparent violations of multiple US sanctions programmes. 
www.i-law.com/ilaw/doc/view.htm?id=436733

Muleheaded – FCA finds stubborn failings in UK payment 
account providers 
If fraud constitutes 40% of all reported crime in England 
and Wales and the funds are laundered through accounts 
operated by regulated entities, one would think these would 
be working hard to frustrate the criminals: research by the UK 
Financial Conduct Authority (FCA) found that most are making 
some effort but “there were many areas we identified where 
firms should be doing more”.  
www.i-law.com/ilaw/doc/view.htm?id=436534

Round and about – Russian sanctions evasion 
Dark fleet oil shipments through restricted western goods 
imported via third countries, Russia is mastering sanctions 
circumvention, in the same way - and better, that is, at far 
greater scale - than Iran and North Korea. This article looks at 
the ways and means, and how Ukraine’s allies are responding.  
www.i-law.com/ilaw/doc/view.htm?id=436236

Money Laundering Bulletin is the leading source of analysis and 
comment on developments and practice in the fields of anti-
money laundering and combating other illicit finance. Access via 
i-law.com and www.moneylaunderingbulletin.com

Fraud Intelligence 
The Economic Crime and Corporate 
Transparency Act 2023: tough medicine?
A corporate offence of failure to prevent 
fraud, Companies House reforms that impose 
integrity checks on data submitted and 
extant, and changes to the identification 
doctrine that will make it easier to prosecute 
senior managers - the expansive Economic 
Crime and Corporate Transparency Act 2023 finally received 
Royal Assent on 27 October. This article reviews the statute 
and its likely impact on business in the battle against fraud.
www.i-law.com/ilaw/doc/view.htm?id=436488

Public Sector Fraud Authority shoots past target, saving £311m 
for UK taxpayer
In its first full year of operation, the UK Public Sector Fraud 
Authority (PSFA) exceeded targeted savings of UK£180m 
(US$221m) in losses to prevent and recover UK£311m 
(US$382m). The agency also underspent its 2022/23 budget 
of UK£11.25m (US$13.82m) by 7%.
www.i-law.com/ilaw/doc/view.htm?id=436599

EU institutions - a hard look in the corruption mirror  
A year on from “Qatargate” – the investigation and arrest 
of MEPs for allegedly taking payments from governments of 
non-European Union countries to influence bloc policies – this 
article looks at how much attitudes to and control of graft in 
the corridors of power have changed in Brussels.
www.i-law.com/ilaw/doc/view.htm?id=436767

Fraud Intelligence is a practical resource. In-depth analysis and 
insights from leading industry professionals make it the trusted 
and reliable guide to defending against both internal and 
external fraud and corruption risk and to avoiding potentially 
complex, expensive and time-consuming investigations and  
civil or criminal liability. Access via i-law.com and  
www.counter-fraud.com

Compliance Monitor 
AI in financial services: taming your tech
Fast-evolving technologies that mimic 
cognitive functions bring enormous potential 
as well as fear of dangers that could slip 
outside our control. How is the financial 
services industry to respond?
www.i-law.com/ilaw/doc/view.htm?id=436497

Fund manager value assessments improve – from a low bar
Scrutiny by the regulator of just 14 fund managers has 
found some progress since its last, dismal, review of value 
assessments. But, with firms still insisting on profit margins 
that cannot be justified rationally, there is very little evidence 
that reforms have brought down charges and made the 
market more competitive. 
www.i-law.com/ilaw/doc/view.htm?id=436245

Living with the Consumer Duty
Financial services firms are now working with strengthened 
requirements that they deliver good outcomes for their 
customers – what some might call “TCF on steroids” (Treating 
Customers Fairly). 
www.i-law.com/ilaw/doc/view.htm?id=436244

A post-Brexit rulebook wishlist
The UK’s exit from the European Union prompted speculation 
about a possible re-shaping of the financial services 
framework – yet progress so far is more of a “damp squib” 
than “regulatory bonfire”. 
www.i-law.com/ilaw/doc/view.htm?id=436501

Compliance Monitor brings you instructive, yet concise,  
coverage of the latest UK financial services regulatory  
initiatives and how they affect you. Keep on top of these 
changes, as well as expectations of the authorities and  
what they mean for your business, via practical analysis and 
guidance on current compliance issues. Access via i-law.com 
and www.compliancemonitor.com

Follow us on Twitter @mlbulletin and join discussions in our LinkedIn group

www.moneylaunderingbulletin.com

Money Laundering Bulletin
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 FEATURE ❱ TECHNOLOGY 

 Incoming tide – 
AI for AML 
  The next wave of IT development, already crashing in with artifi cial intelligence 
large language models like ChatGPT, and set for further tumult when propelled 
by quantum computing power, will bring sea change to the work of compliance 
teams. Andreia Nogueira checks the latest technology forecast.  

 As information technology evolves, notably through the development of 
artifi cial intelligence (AI), anti-money laundering (AML) compliance offi cers at 
obliged entities are assessing a growing range of applications and platforms.  

 The global AML software market size is estimated to grow by US$2.7 billion 
from 2022 to 2027, reaching US$5.4 billion at a compound annual growth 
rate (CAGR) of around 15%, although “the high cost of implementation may 
impede” this expansion, according to the Illinois, USA-based market researcher 
Technavio. [1] Recognising the pace at which new AI solutions are launching, 
standard-setters and industry bodies, including the Financial Action Task 
Force (FATF) and the UK’s Joint Money Laundering Steering Group, are issuing 
guidance [2] [3] on their use. That will, for the time being, rely on human AML 
expertise. A study by LexisNexis Risk Solutions, the data analytics company, 
showed that, in 2021, on average, fi nancial crime compliance functions in UK 
banks were still spending 1.5 to 3 times more on people than on technology. [4] 

 Man and machine 
 Jason Piper, head of tax and business law at the Association of Chartered 
Certifi ed Accountants (ACCA), in London, and a member of the Accountancy 
Europe federation’s AML expert group, said that combining software with 
human expertise is the safest strategy. “An awful lot of accountants still think 
that you can judge character based on the strength of your client’s handshake 

September 2023
Issue 306
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Fraud Intelligence
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4 News & comment
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 Into the interstices
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FEATURE ❱ AUDIT

 AI in Audit – 
quantum leap? 
  No more need for sampling and every anomaly identifi ed: surely artifi cial 
intelligence is ‘the answer’ to audit. Not exactly, fi nds Keith Nuthall.   

 The use of artifi cial intelligence (AI) to better detect fraud during audits has 
been welcomed by anti-fraud professionals, major accounting practices, IT 
vendors and researchers, but experts also warn that it needs be used carefully, 
especially regarding false positives.  

 An Association of International Certifi ed Professional Accountants blog, 
released in July 2022, cited a Maryland, USA, auditor Samantha Bowling, 
many of whose clients are non-profi ts guarding their reputation for probity: 
noting that AI is “a total game-changer in the audit world”, Bowling said it 
helps guide auditors to accounts sections most likely to contain material 
misstatements, so that they focus more attention on areas of greatest risk. [1]  

 It is a positive assessment backed, for instance, by new large language 
model (LLM) chat-based AI services.  Fraud Intelligence , for instance, asked 
its ChatGPT account: ‘How can artifi cial intelligence help detect fraud during 
audits?’ ChatGPT answered that AI “can be used to detect fraud during audits 
by analysing large amounts of data and identifying patterns or anomalies 
that may indicate fraudulent behaviour”. 

 Back and forth  
 Specifi cally, said ChatGPT, machine learning algorithms “can be trained to 
identify patterns of fraudulent behaviour based on historical data”, applying 
them to new data sets to fl ag potential fraud risks. Natural language 
processing (NLP) can analyse text data, “such as emails, documents, and chat 
logs, to identify suspicious language or keywords that may indicate fraudulent 
activity”. Meanwhile, predictive analytics can “identify trends and patterns 

August/September 2023

Follow us on Twitter @Fin_Compliance and join discussions in our LinkedIn group
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your tech
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4 News
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 FEATURE ❱  GOVERNANCE  

 AI in fi nancial services: 
taming your tech 
  Fast-evolving technologies that mimic cognitive functions bring enormous 
potential as well as fear of dangers that could slip outside our control. How is 
the fi nancial services industry to respond? John Buyers and Tom Sharpe set out 
c-suite considerations for the safe and responsible deployment of AI.  

 Artifi cial Intelligence (AI) has been a transformative technology for fi nancial 
services fi rms for some time. However, we are now experiencing a paradigm 
shift in the AI-ecosystem due to the signifi cant potential of generative AI 
tools (GenAI), which have dominated the AI-landscape since the launch of 
ChatGPT in November 2022. 

 The novel and considerable challenges posed by AI technologies are not just 
matters for lawyers or technicians – such challenges need to be considered at 
board level, including as part of implementing an AI governance framework. 

 In a highly regulated environment, ensuring that the deployment and 
use of AI tools is consistent with regulatory requirements is crucial. Boards 
must assess AI deployment against existing frameworks, but also monitor 
for emerging risks as these frameworks evolve. 

 In this article, we set out:  

•  a snapshot of how AI is used in fi nancial services and the sector 
regulatory context; 

November 2023
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Managing your email 
preferences on i-law.com
An integral part of your service, publication email alerts notify 
you each time new content is added to our online platforms, 
ensuring you know about the latest articles as soon as they 
are available (and ahead of any print subscriptions). To opt 
in, or check that your preferences are up to date, follow the 
instructions below.

To opt in to alerts via i-law.com 
Once you have logged into your account, click on “My tools” 
then “Email alerts”. You can then select and update all 
relevant titles in the “Publication Alerts” tab. 

Don’t forget to include Lloyd’s Law Reports: Financial Crime 
Plus for advance online access to all reports.

If you have signed up but are not receiving your publication 
alerts, or have any other queries, contact  
customersuccess@lloydslistintelligence.com

Recently published in 
Lloyd’s Law Reports: 
Financial Crime
WM, Sovim SA v Luxembourg Business Registers
[2023] Lloyd’s Rep FC 515; Joined Cases 
C‑37/20 and C‑601/20 
Preliminary ruling – Money laundering – Terrorist financing 
– Public access to information on beneficial ownership – 
Respect for private and family life – Protection of personal 
data – Validity – Transparency – Proportionality – Directive (EU) 
2018/843 amending Directive (EU) 2015/849 – Amendment to 
article 30(5)(c) – Charter of Fundamental Rights of the European 
Union, articles 7 and 8. 
This judgment has important and wide‑ranging consequences 
for all member states. Whilst the decision will no longer 
be binding on courts in this jurisdiction, it is still likely to 
have a significant impact given the globalised nature of 
many companies operating in England and Wales. The ECJ’s 
judgment also provides guidance in relation to how issues of 
data protection will be considered and balanced by the court. 
www.i-law.com/ilaw/doc/view.htm?id=437196

R v Ecclestone
[2023] Lloyd’s Rep FC 485
Proceeds of crime – Assessment of benefit – Factual findings – 
Relationship with sentence. 
TThe root of this sentence was HMRC’s generous acceptance 
of a basis of plea: that the defendant’s intention in his 
fraudulent representations was to avoid the costs of the 
investigation, as opposed to avoiding the payment of tax due. 
The tax amount was not therefore gain intended but loss 
risked. The question for the court was therefore whether to 
sentence on the basis of the gain intended (namely the costs 
of the investigation), or the loss risked (the amounts due to 
HMRC as a result of his involvement with these trusts). 
www.i-law.com/ilaw/doc/view.htm?id=436959
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Assaad v Council of the European Union [CJEU] 213
[Judges S Gervasoni, L Madise, P Nihoul, R Frendo, J Martín y Pérez de Nanclares 
(Rapporteur) and I Kurme, Administrator, E Coulon, Registrar and 
M van der Woude, President; 22 September 2022, 8 March 2023]

EU restrictive measures/Syria/Manifest error of assessment/
Mistaken identity/Legal certainty/Legitimate expectations

Director of The Serious Fraud Offi ce v Kallakis  [Southwark Crown Court] 266
[Baumgartner HHJ; 13–15 February, 17 March 2023]

Confi scation orders/Reconsideration of available amount/
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R v Cooper and Others
[2023] Lloyd’s Rep FC 413; [2023] EWCA Crim 945
Sentencing – Totality – Primary offending – Money laundering. 
These three otherwise unrelated appeals were heard together 
because the primary issue common to each of them was the 
same, namely the approach sentencing courts should take 
to totality when the defendant falls to be sentenced for an 
offence of money laundering, contrary to the Proceeds of 
Crime Act 2002, and the primary offending that generated 
the property the defendant went on to launder. 
www.i-law.com/ilaw/doc/view.htm?id=436357

Gopee v The Crown Court at Southwark, The Financial Conduct 
Authority (Interested Party)
[2023] Lloyd’s Rep FC 401; [2023] EWCA Civ 881
Appeal – General Restraint Orders – Application to set aside – 
Requirement for hearings. 
The main question in this appeal was whether and in what 
circumstances a civil restraint order could be made or set 
aside without a hearing. The claimant appealed against two 
orders. The first was a general civil restraint order (GCRO) 
made without notice to the claimant. The second was an 
order made on paper on 28 January 2019, refusing the 
claimant’s application to set aside the GCRO Order. 
www.i-law.com/ilaw/doc/view.htm?id=436358

Philipp v Barclays Bank UK plc
[2023] Lloyd’s Rep FC 359; [2023] UKSC 25
APP fraud – Bank – Duty of care – Contractual relationship 
between bank and customer. 
In this unanimous judgment, the Supreme Court, has 
overturned the Court of Appeal’s decision which widened 
the Quincecare duty. This judgment makes it clear that the 
Quincecare duty is limited to cases concerning payment 
instructions given by an agent on behalf of a customer. 
www.i-law.com/ilaw/doc/view.htm?id=436164
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Coming up 
The following Reports, already published online as part of  
the Medical Law Reports Plus series, will shortly appear as part  
of Medical Law Reports, available online and in hardcopy.

Jenkinson v Hertfordshire County Council
[2022] Med LR Plus 28; [2023] EWHC 872 (KB)  
Novus Actus Interveniens – Medical treatment to prior injury – 
Whether to permit amendment of Defence Statement of  
Case to plead break in chain of causation by negligently 
conducted surgery.
www.i-law.com/ilaw/doc/view.htm?id=430323

Powell v University Hospitals Sussex NHS Foundation Trust
[2022] Med LR Plus 29; [2023] EWHC 736 (KB)  
Clinical negligence – Consent and advice for surgical 
management of infected knee replacement – Protracted 
management of post operative infection culminating in 
leg amputation – Patient undergoing early debridement 
as opposed to removal of prosthesis – Whether patient 
appropriately advised of the alternative of removal of 
prosthesis – Whether surgeon’s recommendation for 
debridement was negligent – Whether claimant would have 
opted for removal of prosthesis – Whether this would have 
avoided the need for amputation.
www.i-law.com/ilaw/doc/view.htm?id=430321

Abbasi v Newcastle Upon Tyne Hospitals NHS Foundation Trust
[2022] Med LR Plus 30; [2023] EWCA Civ 331  
Free speech – European Convention on Human Rights – Article 
10 – Privacy – Article 8 – Balancing of Convention rights – 
Children – Medical treatment.
www.i-law.com/ilaw/doc/view.htm?id=430322
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